OSF HealthCare
Confidentiality Agreement

This Agreement is entered into at the time of, in consideration for, and in connection with the issuance of a user name and security
password by OSF HealthCare to the individual named below (“User”) which will enable them to access confidential and sensitive
information. The protection of the privacy, security and confidentiality of information is a matter of concern for all persons who have
access to confidential and sensitive information. Each person accessing this information holds a position of trust relative to this
information and must recognize the responsibilities entrusted to them in preserving the privacy, security, and confidentiality of this
information.

Confidential and sensitive information is defined as: patient information, health plan member information, employee information,
financial information, and/or business information. Confidential and sensitive information may be accessed in a variety of ways
including: the OSF electronic information systems or paper records.

Members of the OSF workforce will not use or disclose the contents of any record or report except as necessary and appropriate and as
permitted by federal, state, and local laws and to comply with all applicable policies of OSF HealthCare. This includes both paper and
electronic records. Furthermore, it is recognized that confidential and sensitive information will only be disclosed to those authorized
to receive it.

Electronic Users hereby agree:

1. To undergo training and orientation to the electronic information system designated by OSF prior to using a
Password.

2. That | am the only person with access to my User ID and Password and the only person authorized to use this User
ID and Password.

3. That | will not under any circumstances convey or disclose my User ID and/or Password which has been assigned to

me by OSF to another person, except Service Center staff during problem resolution. Following the service call, |
agree to promptly change my password.

4, That my Password and electronic signature code combination is the equivalent of my signature and that | am
accountable for all entries and actions recorded under them.

5. That I will not attempt to access any information including confidential or sensitive information by using a Password
other than my own.

6. That I will authenticate each report and entry separately and only after verification of the accuracy of its content.

7. That | am responsible for locking or logging out of the information systems prior to leaving the area and that | will
not leave a display device that | have logged onto unattended.

8. Upon my termination from employment or upon the termination of my relationship with OSF, or the revocation or

termination of this Agreement, or the revocation of my assigned Password, | will not attempt to access any
information including confidential and sensitive information from the OSF information systems by using my
assigned Password or any other Password required to access such information.

All Workforce Members agree:

1. That I will complete Privacy and Security training during orientation and at other times specified by OSF.
2. That | will use any information, including confidential and sensitive information only as needed to perform my
legitimate duties. This means among other things that:
e | will only access any information, including confidential and sensitive information that is necessary for
the performance of my job.

e | will not in any way divulge, copy, release, sell, loan, review, alter, or destroy any information
including confidential and sensitive information except as properly authorized within the scope of my
job duties.

3. That I will report any suspected privacy or security violations to my immediate supervisor as soon as possible.
USER:
Name:
Date:
Signature:
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